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Business Internet Banking
Security Guide

Business Banking



With 24-hour, real-time access to your business accounts, 
you can regularly review and monitor all transactions posted 
on your accounts.

Secure online banking no matter where you are 

Your online banking session

 Your online security is our utmost   
 priority. Business Internet 
 Banking incorporates security   
 features designed to help protect   
 the  integrity of your accounts 
 and banking information as   
 follows:

 • unique Business Internet   
  Banking username and 
  password;
 • Business Internet Banking ID   
  and activation code / PIN for   
  one-time activation;
 • use of security devices that   
  generate random security   
  codes to authenticate your   
  user;
 • 128-bit encryption.

 

 

 For security purposes, before 
 you log on to Business Internet   
 Banking, please ensure that all   
 other Internet sessions, ie   
 browser windows, are closed.

Log on session 

 Never select the option on the   
 browser for storing username and   
 password.

 Please check that the initial   
 letters of the web site address   
 change from http:// to https://. 
 A padlock or key symbol should   
 also appear on the browser. 
 
 Click on the padlock icon to    
 check the details of the security 
 certificate. It should be issued to   
 HSBC. To further verify that the   
 web site is authentic, click on 
 “view certificates” to check for   
 the following details: 
 • the certificate is issued to   
  www.hsbc.com.sg 
 • the certificate is issued by   
  Verisign. 
 • the certificate has a valid date.

 

 

 

 Always check the date and time   
 of your last visit to Business   
 Internet Banking (we track it at   
 all times and display it on the   
 welcome page). Do closely   
 monitor the transactions 
 posted to your accounts so that   
 anomalies can be detected and   
 remedial actions can be taken   
 promptly.
   
 If any anomalies are detected,   
 please call our Customer Service   
 Centre immediately to suspend   
 the Business Internet Banking   
 service.

Protection against unauthorised access to your accounts is a 
joint effort. At HSBC, we are constantly upgrading measures 
to protect you. Please take time to find out the steps you need 
to take to ensure your online security.
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Log off procedures

 You must click “log off” to log   
 out from your HSBC Business   
 Internet Banking session. In   
 addition to this, you must close   
 all your active browsers in order   
 to successfully end your secure   
 online session.

 Always remember to clear your   
 computer cache of historical links   
 and web pages.

 Whenever security updates and   
 patches are made available by   
 your PC/browser vendor, always   
 ensure that you download and   
 apply them because they are   
 designed to provide you with   
 protection from known possible 
 security problems. If you require 
 further assistance, you may wish 
 to contact your PC/browser   
 vendor.
 
 

Passwords

 Your Business Internet Banking   
 password must consist of 
 a  minimum of 6 characters,    
 and made up of both numbers   
 and letters (preferably using a 
 combination of upper and lower   
 case letters, for example:   
 A5bC2a). The password is case   
 sensitive.

 Passwords should not be 
 associated with anything personal,   
 such as your personal banking   
 number, family names, birthdays,   
 personal telephone numbers and   
 other familiar words or numbers.   
 Do not use something obvious or   
 easily traceable to you.
   
 The same passwords should not   
 be used for other Internet sites,   
 and vice versa. Passwords should   
 not contain repetitive characters,   
 for example: aaa111.

 Do not use an ordinary English   
 word, a familiar jargon term,   
 names of famous characters or 
 a  password that you have   
 previously used.

Security device

 A security device is a small   
 electronic device, which generates   
 random security codes for   
 one-time use required to log on   
 to and transact on Business   
 Internet Banking.

 The key benefit of using a   
 security device is the 2-factor   
 authentication employed to   
 further enhance the security of   
 your online banking session.

 The security device will be sent   
 to you when you sign up for   
 Business Internet Banking. It is   
 small and portable so you can   
 carry it with you.

 The battery of the security device   
 is designed to work for 3 to 5   
 years. A “BATT#” warning   
 message will appear on the   
 security device if the battery is   
 running low. As the battery in this   
 device cannot be replaced, you   
 will need to call our Customer   
 Service Centre to request for a 
 replacement.

 You should also call us 
 immediately if you or your user’s   
 security device is stolen or lost.

Security code

 The security code is a single-use,   
 numeric value used to access   
 your Business Internet Banking   
 service.

 These security codes are used  
 in conjunction with your username   
 and password in order to 
 authenticate yourself successfully   
 on Business Internet Banking.

Keeping your security device and 
security code safe

 You should never allow anyone 
 to use, possess or control your   
 security device.

 Always keep it safely. Do not leave   
 it unattended.

 Never reveal your security code   
 to anyone, not even colleagues,   
 family, friends or staff of HSBC.

03 04



Workplace controls

There are steps you can take to 
improve security in your workplace:

 The sharing of computers used to   
 access Business Internet Banking   
 is not recommended. It is also   
 important that you know everyone   
 who uses your computer and   
 limit any unauthorised access.

 Check to see that the computer   
 environment you are using is   
 safe. Make sure nobody can look   
 over your shoulder or see your   
 screen. Do not leave an Internet 
 banking session unattended.

 You should constantly make   
 regular backups of your critical   
 data and delete junk or chain   
 mails.
   
 We recommend that your   
 business and users install a   
 firewall to help protect the   
 computers and network used   
 for Business Internet Banking.   
 A firewall can be either software,   
 hardware, or a combination of   
 both.

 Disable the ‘File and Printer   
 Sharing’ feature of your operating   
 system. If you are part of a   
 computer network, it’s important   
 to stop sharing files and printers  

 with other people to prevent   
 anyone on the Internet from   
 browsing and deleting files from   
 your computer.

 We strongly recommend that 
 you do not conduct your banking   
 transactions in public places such   
 as cyber cafes. In addition, please   
 avoid using computers or devices,   
 which cannot be trusted as there   
 may be malicious programmes   
 stored in these computers or   
 devices.

 Do not leave a secure personal or   
 Internet banking page unattended 
 at any time.

 Do not install pirated software or   
 software from unknown sources.

 Always disconnect from the   
 Internet once you have finished   
 to avoid leaving your computer   
 online while you are not using    
 the service. Avoid leaving your   
 connection on, especially with   
 broadband access, unless you 
 are  actively using it.

 Use only reputable computer   
 repair and maintenance vendors   
 to ensure you have adequate   
 security.

Internal controls

To ensure that you have introduced 
effective internal control, please 
consider the following measures:

 Access control

 If you are the designated holder   
 of a Business Internet Banking   
 user account, you are responsible   
 for the setup of your own   
 username and password and   
 setting the two password reset   
 questions.

 Do not delegate your user   
 account and password to your   
 staff.

 Business Internet Banking   
 consists of 2 types of user   
 profiles: primary user(s) and   
 secondary user(s). The primary   
 user(s) are system administrators   
 on the Business Internet Banking   
 service. Primary user(s) are   
 appointed and empowered with   
 sole or dual authority with other   
 primary user(s) by corporate   
 resolution of the board of 
 directors in a company. While we   
 strongly recommend that you set   
 up dual primary user control on 
 maintenance activity and dual
 authorisation requirement for   
 payments (ie equivalent to two 

 to sign) in the Business Internet 
 Banking profile, this will depend   
 on your company structure and  
 operational requirements.   
 Primary user(s) on Business   
 Internet Banking can create   
 secondary user(s), modify   
 existing primary users, set daily   
 authorisation limits and assign   
 functions such as authorisation 
 of transactions.

By setting a daily authorisation limit, 
the primary user(s) will be able to 
freely delegate authorisation limits 
to other users of Business Internet 
Banking as long as the limits set 
during the application 
for the Business Internet Banking 
service are not breached. So, 
please consider appropriate internal 
controls and measures in the 
context of your organisation’s 
operating environment.

When your staff, who is a Business 
Internet Banking user, leaves your 
employment:

 For primary user

 The primary user must surrender   
 his/her security device and return   
 it to the company. The company   
 should contact our Customer   
 

05 06



Firewall and anti-virus protection

We recommend that your business  
and users install a firewall to help 
protect the computers and network 
used for Business Internet Banking. 
A firewall can be either software, 
hardware, or a combination of both.

 Firewalls are designed to securely   
 separate the Internet from your   
 computer system. When properly   
 configured, a firewall will block 
 all unauthorised messages from   
 coming in or going out of your   
 computer network.

 Firewalls and virus protection   
 software are available 
 commercially and you can refer   
 to your PC provider for purchase   
 and installation. Reputable firewall   
 and virus protection vendors will   
 provide regular software updates   
 to ensure that you are protected   
 against any hacking attempts.

 To prevent viruses or other   
 unwanted problems, do not   
 open e-mail attachments unless   
 you know that they are safe and   
 from a reputable source. Also   
 do not install pirated software or   
 software from unknown providers.

 Where necessary, consider the   
 use of encryption technology to   
 protect highly sensitive data.

Phishing

 Phishing is a highly prevalent   
 online scheme used by internet   
 cyber-criminals to ‘lure’ you into   
 providing your personal and   
 financial information online.

 The fraudsters create e-mail   
 masquerading as banks, credit   
 card companies, online auctions,   
 and department stores looking 
 for you to update personal   
 information. The e-mail may   
 include a link to a fraudulent site   
 known as a ‘spoof’ site, since it is   
 crafted to look just like your bank,   
 credit card company or other   
 credible sources.

 Never follow a link within an 
 e-mail to start an Internet banking 
 session. Instead, key-in directly    
 to your browser address bar our   
 URL (www.hsbc.com.sg) to begin   
 your secure Internet banking   
 session.

 No e-mail from HSBC will ever   
 contain a hyperlink to our Internet   
 banking log on page.

 You should call our Customer   
 Service Centre if you receive   
 suspicious emails purportedly   
 from HSBC.

 Service Centre to revoke the   
 security device assigned to the   
 primary user. In addition, the   
 company should dispose of   
 the security device in an   
 environment-friendly manner. 
 The company must submit a   
 change maintenance form to the   
 bank to remove the primary user   
 from the service.

 For secondary user

 The secondary user must 
 surrender his/her security device   
 before leaving the company, and   
 the company should dispose 
 of the security device in an   
 environment-friendly manner.   
 The primary user must also   
 immediately delete the 
 secondary user’s profile in   
 Business Internet Banking. The   
 company must then immediately   
 send a message via Business   
 Internet Banking to request the   
 revocation of the security device   
 that was assigned to the 
 secondary user.

 Segregation of duties

 In designing your transaction   
 process, please implement   
 clear segregation of duties and 
 responsibilities assigned to each   
 personnel such that no single   
 person can initiate, approve,   
 execute and perform transactions   
 that will enable fraudulent actions   
 to be perpetrated and concealed.
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Spyware protection

 Spyware is the term used to   
 describe programmes that run on   
 your computer for the purpose of   
 monitoring and recording your   
 browsing habits and the internet   
 sites you visit.

 Information collected may be   
 transmitted to an organisation    
 or person who potentially can   
 manipulate the information,   
 including passwords,telephone   
 numbers, credit card numbers   
 and identity card numbers.

 Spyware is often loaded onto 
 a  computer as part of a free   
 down load of another service –   
 for example a service that claims   
 to improve the performance   
 of your PC. Sometimes your   
 agreement to the download is   
 requested in the small print, but   
 spyware may also be loaded onto   
 your PC without your agreement   
 or knowledge.
   
 To prevent spyware installation   
 without your consent, we 
 recommend that your users do   
 not download any freeware onto   
 computers used for Internet   
 banking.

 Anti-spyware security software   
 currently available include eTrust   
 PestPatrol, McAfee, Spybot   
 Search and Destroy, AdAware,   
 Spyware Eliminator, Spyware   
 Doctor and Microsoft 
 antispyware. We strongly 
 recommend that you install 
 and use a reputable specialised   
 anti-spyware product to protect 
 yourself against spyware on your 
 computers.

Helpline

Please call our Customer Service 
Centre on 1800 216 9008 
(Singapore) or (65) 6216 9008  
(overseas) if you encounter any 
of the following:

 You forget or lose your password.

 You suspect some unusual   
 account activity or the last log on   
 time-stamp.

 There are unauthorised 
 transactions on your accounts.

 Your security device has been   
 stolen or used.

 You suspect your security has   
 been compromised.

As our security guidelines are updated 
from time to time, you should visit 
our Business Internet Banking 
web site at hsbc.com.sg/business 
regularly for the latest updates.
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