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Background & Overview

HSBC SG Chat

N

Introducing "SG Chat" - a secure and

14:43 will 4G ==
Instant  messaging tool  which o ol < HSBC GPB-Domini..(4) o+ © 0
enables you to communicate with Dominic W L NG: HiWing 143, J . AN
your relationship management team ominie W LNG: Good Aftemoon e :O: :O:
on messaging platforms |I|(e Dominic W L NG: How are you doing

Hello Dominic Ay

WhatsApp and WeChat.

Helle Dominic .5,

<

| am good. Thank You ,\

Dominic W L NG: Great -, -, ‘x’ S
Feat U reS : Dominic W L NG: As per our last

meeting, | have prepared the latest '
proposal for you . Great, as per our last meeting, |

I am good thank you ;.44

Chattin EI lf'\;)rvjoplrepared the latest proposal SG Chat
Communicate with your relationship |
management team through a one-to- N |

one or group chat. . Proposal pdf \ ?o @
201 KB + pdf 14:38 £ [3 Proposal.pdf

« Thank you so much. let me take a cl . t
D h - look later 14:39 ien
Ocument S arlnq Thank you so much. Let me take a ,k
Dominic W L NG:  if h look later
Share and access documents a:yn:::S:ecstions, ple:ireetelx::le hé:evrz
in a safe and secure channel. 0 6 ® ¢ -

\_,
lel WhatsApp E WeChat
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How to Start?

) WhatsApp Onboarding (1/2)

You will receive an invite from HSBC WhatsApp Business Account to connect with SG Chat

NOTE: Only accept WhatsApp onboarding invitations from HSBC authorised numbers. Please refer to Page ‘Tips on using SG Chat: Part 2’ for the list of landline numbers to be accepted from.

Receive onboarding
message and a welcome
message

Ronald HSBC
{1 @ wsoc ©

Sun, 27 Mar
@ Messages 1o this chat and calls are now
secwred with end-to-end encryption. Ronald
HSBC may use another company 10 store,
read, and respond 10 yOur messages and calls
Tap to loarn mede.

Welcome! You have been imited to the
HSBC WhatsApp Service by SG Chat

Assistant. Please save this contact and
reply to this message to start chatting.

Your contact a1 HSBC has sent you o
message. Please press the *View
message” button, or respond within this
chat to view the message.

© This business s now werking with other
companies 10 manage this chat. Tap to learn
more

Ronald HSBC

Your contact at HSBC has sent yeu a message
Please press the "View message” button, or
re1pond withia thes ¢AIL 10 view the message

View message

Here are the members of this group: SG
Chat Assistant, BIN SAFARUAN
MUHAMMAD KHAIRIL

Sent: Mar 27 12:56AM GMT

Insert SMS OTP and Email Code when prompted

*Mobile number and email address as per registered with HSBC

«» Ronald HSBC
X - o

MEeSS2)e” DUTION, OF FeSPONG WITthan thes
chat to view the message.

O This business is now working with other
COMPanes to manage this chat. Tap to learn
moro

Ronald HS8C

Your contact at HSEC has sent you a message
Ploase pross the "View messapge” button, or
respand within 1his chat 10 view [he Mmessage

View message

Here are the members of this group: SC
Chat Assistant, BIN SAFARUAN
MUHAMMAD KHAIRIL.

Sent: Mar 27 12:56AM GMT

SG Chat Assistant: has sent a 6 digit
One-Time PIN (OTP) to your registered
mobile number (****5521). Please type
this OTP in this chat

i you have not received the OTP, get
ancther one by typing Fretry in this chat
Sent: Mar 27 12:56AM GMT

S0 Chat Assistant: Thank you, your One-
Time PIN (OTP) has been successfully
verified.

¢18 « Romaldnsec

$G Chat Assistant: Thank you, your One-
Time PIN (OTP) has been successfully
verified,

Read and accept the
terms and conditions

{18 @ Ronald HSBC

HsSeC @

50 Chat Assistant: has sent an
activation code to your registered email
(****@gmail.com). Please type this code
n this chat

if you have not received the code via
email get another one by typing #retry in

this chat,

$G Chat Assistant: Thank you, your
activation code has been successiully
verified,

56 Chat Assi : Before you © %
please note that your communication with
HSBC Singapore Limited (including any
nstructions you provide) through HSBC
SG CHAT will be subject to the HSBC SG
Chat Terms, Terms and Conditions
Governing Personal Deposit Accounts,
the Premier Torms and Conditions (where
applicable), the Jade Terms and
Conditions (where applicable) and the
investment Terms (where applicable)
(together, the “Service Terms®)

The HSBC SG Chat Terms can be found
(and downloaded) here: hitps://

cdn hsbe com sglcontent/damMsebeisa)

PUBLIC

S$G Chat Assistant: Before you continue,
please note that your communication with
HSBC Singapore Limited (including any
instructions you provide) through HSBC
SG CHAT will be subject to the HSBC SG
Chat Terms, Terms and Conditions
Governing Personal Deposit Accounts,
the Premier Terms and Conditions (where
applicable), the Jade Yerms and
Conditions (where applicable) and the
Investment Terms (where applicable)
(together, the "Service Terms®).

The HSBC SG Chat Terms can be found
{and downloaded) here: hitps.//

cdn hsbe.com sa/content/dam/hsbe/sg)
documentsfinvestiments/sachat-
toems. pdi

As for the other Service Terms which
already apply to you, please visit hitps. )
woww hsbe com, sg/helpfterms-and-
conditions/ for the latest versions.,

Please reply “Yes™ if you have read,
understood and agree to the Service
Terms and you wish to authorize the Bank
to accept instructions you make through
HSBC SG CHAT. Otherwise, please do not
proceed.

Next Page



How to Start?

) WhatsApp Onboarding (2/2)

Input your preferred Broadcast Message to be received via the SG Chat Communication Preference Menu Prompt

communication preference

e Receive SG Chat
menu

Ronald HSBC
<18 D SEEE

understood and agree to the Service
Terms and you wish to authorize the
Bank to accept instructions you make
through HSBC SG CHAT. Otherwise,
please do not proceed.

SG Chat Assistant:

This is your SG Chat communications
preference menu, you may consent to
or opt out of receiving bank messages
from each of the following categories
through SG Chat by responding
according to the instructions below.

Categories:

ights (Not Specified)

FX Insights (Not Specified)
Marketing Messages (Not Specified)

Reply Yes to opt-in ALL preference
categories

Reply No to select a specific category
to opt in or opt out

This session is only vakd for 15
menutes.

5

Indicate your preference on type of communication
you wish to receive from HSBC {Investment
Insights / FX insights / Marketing messages) by
replying to the SG Chat Bot Assistant's instructions

NOTE: You will receive messages related to ‘Servicing’ by default.
Replying ‘No’ will NOT exclude you from receiving servicing related
messages.

{17 @ Ronald HSBC

e " wsec ©
FCONTENG 10 U FISUTUCDONS Desow
Categories:

Investment insights (Not Specified)
FX insights (Not Specified)
Marketing Messages (Not Specified)

Reply Yes t0 opt-in ALL preference
categories

Reply No to select a specific category

10 opt in or opt out

This session i only vakd for 15
menutes

Start Chatting
SG Chat Assistant:

Your sesson has ended

Please nput SMARPRE 10 initiate the
SG Chat communications preference
meny agan

SG Chat Assistant has added Villegas
Ronaid Banania to this chat. The
following participants are m thes chat
BIN SAFARUAN MUHAMMAD KHAIRIL

SG Chat Assistant, Villegas Ronaid

PUBLIC



WeChat Onboarding (1/3)

Install ‘Symphony Communication’ mini programs

Click 'Discover’
in the menu bar

WaChat

e Select ‘'mini-programs’

Y Moments

Y2y Bran

% Shake =

‘T Search

People Mearby

o Games

Mind Programs

£ WeChat Dut

Search for ‘Symphony
Communication’

Lymphony Communication

‘ Symphony Communication

PUBLIC

Read and acknowledge
Symphony’s T&Cs

S SYMPHONY

In order to compinte your Sign Up

please accept our Terms and Conditions.

Select the mobile
number that you
have registered
with HSBC. You
cannot connect
with Symphony
using a number
that has not been
registered with
HSBC.



E WeChat Onboarding (2/3)

Mobile number provided should match HSBC's records

Link mobile number Insert SMS OTP and Email Code when prompted
that matches with *Mobile number and email address as per registered with
HSBC's records HSBC

€ HSBC -CalvinYA_.13

HSBC -CalvinYA_.(X

Thank you, the code & now verfied
sccenatoly.

Ao sent a0 aCEARLON COde 10 yOur
repstered emal

oreedsceny Exmal com) Pease
Type this code i th chat

has sent 3 6 Gipt One-Time AN
[OTP) 10 your mobile number

*8135) Please type this OTP in
this chat

o you have not received the code v

ermad get another one by hpng:
1 you have not received the OTP get

s0other one by typing Seetry

‘ Symphony Commu... requests to frotry

Obtain your mobile number

T -
K

+65%*+°5521

Use Othe:

Thank you, the code & now verfied
sccessbully
Cancel

Thank you, the code i now verfied
successiully.

PUBLIC

Select the chat room

HSBC Chast=

Notifhoations Permizzion

n oo PeTeim A Teitar e mTeclencH ow i
erend

s R 1 L ISR T 1Al Dl .

ag LR

RC 7R6n$H.HlN &FARIJAN 1

Read and accept the
terms and conditions
by responding “Yes”

1EBC ~3cnald, 21 (4]

Betare you cotnae, sleean notn
047 O

s aepse Limced (azhagsing

oty INSLLAN 098 e prov de

st ASHC S5 CHa i

oLbk tha HESC

Tarwa, Tos ord Cooditors

Greernirg Ferscnal Docosit

e he Prarier Tery

Card 3 Fatizre aopdcaal

Jude Tooms ard Gordit ang

sppliceblel ord -he hvestmant

TANs Wohmtw appl

e CSurdos Cerve' )

IBSEQENET-Ters et

A3 Tor tag atrer Seevkss Teans
sehich olrandy opply ta you, plasss
wis

U omsahanita
Fva-arnd. s o the lusast
varsors,

Plasse razly “Yee' If vou bae
FEEd, Lderstaod ans s o
Barves Teare srd you s o

Yes

Next Page



WeChat Onboarding (3/3)

Input your preferred Broadcast Message to be received via the SG Chat Communication Preference
Menu Prompt

Indicate your preference on type of communication
. you wish to receive from HSBC (Investment
9 Receive S.G C_hat @ Insights / FX insights / Marketing messages) by
communication replying to the SG Chat Bot Assistant's instructions.

preference menu ] ) .
NOTE: You will receive messages related to ‘Servicing’ by default.
Replying ‘No’ will NOT exclude you from receiving servicing related
messages.

Lategonos:

Inventment knsights (Not Specifed)
FX Insights (Not Specihed)
Marketing Mossages (Not
Specihed)

Roply Yon to opt-in ALL
proforence categorion

Hoply No 10 select » specifc
reooiving bank amtegory to opt In or opt out
the folk

This session s only visid for 16

Categorion:

Invostment Insights (Not Specihod)
FX Inalghts (Not Specihed)
Markoting Mossagos (Not
Specihed)

¢ s s e Start Chatting

communications

Protorence Menu agoin

Roply Yes 10 opt«in ALL
proforence catogorion

Foply No to seloct a spocitc
oategory to opt In or opt out

8 8oss0n I only valld for 18
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Invitation to Broadcast Chatroom

You will be invited to a separate Broadcast Chatroom created solely to enable you to customize your broadcast preferences (can be initiated
by replying #marpre in the Broadcast Chatroom) and to also receive broadcast messages from HSBC.

In the event where you have missed out the opportunity to input the Preference Menu Selection prompt during the WhatsApp / We Chat Onboarding, you can always
initiate #marpre to input your preference again within this chatroom.

Welcome to HSBC Singapore SG Chat! You
have been invited to the HSBC WhatsApp
Service by HSBC Wealth SG Assistant SIT
Please save this contact and reply to this
message to start chatting

The following participants are in this chat
HSBC Wealth SG Assistant SIT, BING MUI
TOH

Conversations may be recorded or
monitored by the participants and thew
employers, and may be disclosed to
governmental or other reguiatory bodwes in
compliance with apphcable laws

HSBC Wealth SG Assistant

This Is your SG Chat communication
broadcast chat room

You may customise your preference on the
typo of message you wish 1o receive from
HSBC in this chat

If you would like to indtsate the SG Chat
communications preference meny, please
Input #MARPRE in thes chat

€ 18 4Ir HSBC Singapore @

You may customise your preference on the
type of message you wish 1o receive from
MSBC i this chat

If you would like 10 initiate the SG Chat
COMMUNICALONS preference maony, pwase
nput EMARPRE in tha chat

HSBC Wealth SG Assistant

This is your SG Chat communications
preference meny, you may consent to or
opt out of recedving bank messages from
@ach of the following categornes through
SG Chat by responding according to the
Nstructons below

Categories:

Investment Insights (Not Specified)
FX Insights (Not Specified)
Marketing Messages (Not Specified)

Reply Yes 10 opt-in ALL preference
cateQoros

Roply No 10 select a specific category 10
opt n of opt ot

WhatsApp [52)

HSBC -Lai Peng,..{3)

You may customise your

peotor ho type of Mmoss:
this chat

11 you would i 5 initinto the SG

NCAtONS preference

meny, pleate Input SMARPRE in

this chat

your SG Chat

oforence menuy

YOu Y ¢ 0 o opt out of

rocenving bank messages fror

HSBC -Lai Peng,...(3)

you wish 10 recelve from HS8C In
this chat

It you would |

Chat commur

menu, please input SIMARPRE in
this chat

This Is your SG Chat
communications preferance menu,
YOu may consent 1o or opt out of
recohing bank messages from
oach of the following categories
hough SG Chat by responding
according 10 the instructions
bolow

Categories:

1t Insights (Not
FX Insights (Not Specibed)
Marketing Messagos (Not
Specihed)

Reply Yes to opt-in ALL
preferonce categories

Reply No to select a specihc
category 10 opt in or opt out




Authorizing an Authenticated Step-Up Session Request by RM

) WhatsApp (1/3)

Steps to authorize an authenticated step-up session.

Receive request to step-up
authentication by RM.
Proceed to tap on the ‘SG

Chat Authentication’ button.

4:41

® HSBC Singapore &

Hi Sally, | would like to proceed with the
trade that we discussed about A A

Can we proceed with a UT trade that we
spoke about the other day? 4 AM

Sally Zhang02: Ok, before we continue
the trade instruction, let's initiate the
authentication step-up session

authentication step-up shortly

Sally Zhang02: | will start to trigger th ‘SG Chat Authentication’

Chatbot will prompt a step-
by-step image guide to
authorize the authentication
step-up session.

4:41

@ HSBC Singapore &

authentication step-up shortly

To continue with the authenticated
session, please select 'SG Chat
Authentication’. This session will expire in
3 minutes.

SG Chat Authentication

1. Go to the Wealth tab.

2. Select 'SG Chat Authentication’ under
“Tools'.

Open the image to view the
step-by-step guide on how to
proceed with the
authentication step-up session

Please log on 1o the HSBC Singapore app and
follow these steps:

1. Go to the Wealth tab.

2. Select 'SG chat authentication’ under
“Tools’

3. Select "Confirm’ to procead with the SG
Chat Authantication request.

Next Page

request will expire if
there is no response
within 3 minutes

To continue with the authenticated
session, please select 'SG Chat
Authentication'. This session will expirt
3 minutes.

Sent by SG Chat Assistant
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Authorizing an Authenticated Step-Up Session Request by RM

) WhatsApp (2/3)

Steps to authorize an authenticated step-up session.

Follow the guided instruction Proceed 1o lodin 1 vour You will be directed to the Home page on the Wealth Dashboard. Proceed to select the
e by switching over to the HSBC SG Apg Y ‘Wealth' tab, then scroll down to the bottom of the page and select the option 'SG Chat

HSBC SG App on your device. Authentication' under the Tools section.

511

Wealth

Singapore

Good evening
sg14387****

Products and services
su &
You don't have an investment Unit Trusts » faign Biber st
0.00 seo account right now.

Check if you're eligible to open an HSBC investment
Current Account | account online. { Wealth insights
143-870947-178

Current Account
143-870947-001

Log on with PIN

Enable Face ID

29 Sep 2023 05 Oct 2023

Open investment account

Statement Savings
143-870947-060

Next
Page

0.00 sep

Statement Savings

When rates plateau, markets US stocks rose
143-870947-270

focus on growth differentials yields retreated

0.00 eur

Products and services

Portfolio analysis

Exclusively available for Premier customers, WPIS provides you

& Borrowing

with a detailed analysis of your portfolios.

=3 .
0. FinConnect (SGFinDex
) ! ) Learn more

[} Document Centre

Generate security code @ Insurance

Products and services @ Financial planning for your future
Q Search

=, [oF]
(] o]o]

Q . @ .52 Scan and pay Show my QR code

@ Manage your wealth

@ fee @ @ = @ ™ ® =

Support
Bomne Wealth Ray s txan ec Support Home Wealth Pay and transfer Support
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Authorizing an Authenticated Step-Up Session Request by RM

\S) WhatsApp (3/3)

Steps to authorize an authenticated step-up session.

page where the system will to authorize the A pop up will appear. Proceed to click on ‘Open’ button been established successfully.

You will be brought to loading e Proceed to click ‘Confirm’ 9 Click ‘Switch to Whatsapp/Wechat' button to proceed. @ Authenticated session has
check for your eligibility authenticated session

all = . 941 il 5 .

SG Chat Authenticated Chat...

SG Chat Authentication
confirmed

SG Chat Authenticated Chat...

f

SG Chat

2. Select 'SG Chat Authentication’ under
“Tools"

& l Switch to WhatsApp or WeChat to continue

chatting with your relationship manager.

By selecting Confirm, you confirm to proceed
with SG Chat Authentication and agree for
HSBC Bank (Singapore) Limited to authorise

the acceptance of instructions through your
We're checking your eligibility. Please don't close the WhatsApp or WeChat.

Confirmed as at 24 Jan 2023 13:26 HKT

“"HSBC SG" wants to open
“WhatsApp"

app or exit this screen.
Sent by SG Chat Assistant

1T UNREA

"

HSBC Wealth SG Assistant SIT: You've
confirmed to proceed with the SG Chat
Authentication request. This session will
be active as long as there are ongoing
replies captured within the session.

Confirmation to authorize the
'SG Chat Authentication’
session shall expire if there is ng
response within 5 minutes

Authenticated Session ID:

@ 7o proceed, please provide your confirmation
auth_chat_220923_1599

within || minutes.

) Confirmed as at 22 Sep 2023 09:28 SGT
Switch to Whatsapp/Wechat_ _

Confirm

Back to Wealth

] ©) =

Wealth Pay and transfer Support

PUBLIC



Authorizing an Authenticated Step-Up Session Request by RM

LY wechat (173)

Steps to authorize an authenticated step-up session.

Chatbot will prompt a step- Open the image to view the
by-step image guide to step-by-step guide on how to
authorize the authentication proceed with the

Receive request to step-up authentication by RM. Proceed to reply 'Yes' to proceed
with the authorization to step-up the authentication session.

HSBC-SG Mini,Bi...(4)

Can help trigger the authentication
step up? | would like to purchase
ut

Can we proceed with the UT trade
that we spoke about the previous
day?

Unread Mes

Ok, before we continue the trade
instruction, let's initiate the
authentication step-up session

| will start to trigger the
authentication step-up shortly

HSBC-SG Mini,Bi...(4)

Can we proceed with the UT trade
that we spoke about the previous

day?

Ok, before we continue the trade
instruction, let's initiate the
authentication step-up session

| will start to trigger the
authentication step—up shortly

Conversations may be recorded or
cipants and their

employers, and may be a

governmental or other regulatory bodies

in compliance with applicable laws.

To continue with SG Chat

Authenticated session, please reply

"Yes". This session will expire in 3

minutes.

If you do not wish to continue with

SG Chat Authenticated session,

please reply "No".

HSBC-SG Mini,Bi...(4)

authentication step-up shortly

‘SG Chat Authentication’
e 1ocuest will expire if
monitored by the par iR AT R AL0) response
within 3 minutes

employers, and may
governmental or oth
in compliance with applicable Jaws.

To continue with SG Chat
Authenticated session, please reply
"Yes". This session will expire in 3
minutes.

If you do not wish to continue with
SG Chat Authenticated session,
please reply "No".

HSBC-SG Mini,Bi...(4)

authentication step-up shortly

Conversations may be recorded or
monitored by the partici nd their
employers, and may be disclosed to
governmental or other regulatory bodies
in compliance with applicable laws

To continue with SG Chat
Authenticated session, please reply
"Yes". This session will expire in 3
minutes.

If you do not wish to continue with
SG Chat Authenticated session,
please reply "No".

step-up session. authentication step-up session

Please log on 1o the HSBC Singapare app and
follow these steps:

1. Go to the Waalth tab.

Select 'SG chat authentication” under
“Tools®

Next
Page

3. Select "Confirm’ to proceed with the SG
Chat Authantication request.



Authorizing an Authenticated Step-Up Session Request by RM

LY wechat (2/3)

Steps to authorize an authenticated step-up session.

Follow the guided instruction Proceed 1o lodin 1 vour You will be directed to the Home page on the Wealth Dashboard. Proceed to select the
o by switching over to the HSBC SG Apg Y ‘Wealth' tab, then scroll down to the bottom of the page and select the option 'SG Chat

HSBC SG App on your device. Authentication' under the Tools section.

511

Wealth

Singapore

Good evening
sg14387****

Products and services
su &
You don't have an investment Unit Trusts » faign Biber st
0.00 seo account right now.

Check if you're eligible to open an HSBC investment
Current Account | account online. { Wealth insights
143-870947-178

Current Account
143-870947-001

Log on with PIN

Enable Face ID

29 Sep 2023 05 Oct 2023

Open investment account

Statement Savings
143-870947-060

Next
Page

0.00 sep

Statement Savings

When rates plateau, markets US stocks rose
143-870947-270

focus on growth differentials yields retreated

0.00 eur

Products and services

Portfolio analysis

Exclusively available for Premier customers, WPIS provides you

& Borrowing

with a detailed analysis of your portfolios.

=3 .
0. FinConnect (SGFinDex
) ! ) Learn more

[} Document Centre

Generate security code @ Insurance

Products and services @ Financial planning for your future
Q Search

=, [oF]
(] o]o]

@ .52 Scan and pay Show my QR code

@ Manage your wealth

@ e © © = o ™ ® =

Support
Bomne Wealth ey snd\tansies Support Home Wealth Pay and transfer Support
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Authorizing an Authenticated Step-Up Session Request by RM

Y Wechat (3/3)

Steps to authorize an authenticated step-up session.

You will be brought to loading
0 page where the system will

check for your eligibility

SG Chat

We're checking your eligibility. Please don't close the
app or exit this screen.

] ©) =

Wealth Pay and transfer Support

Proceed to click ‘Confirm’
to authorize the

authenticated session

all ¥ =

SG Chat Authenticated Chat...

f

L

By selecting Confirm, you confirm to proceed
with SG Chat Authentication and agree for
HSBC Bank (Singapore) Limited to authorise
the acceptance of instructions through your
WhatsApp or WeChat.

Confirmation to authorize the
‘SG Chat Authentication’
session shall expire if there is no
response within 5 minutes

@ 7o proceed, please provide your confirmation
within || minutes.

Confirm

9 Click 'Switch to Whatsapp/Wechat' button to proceed.

A pop up will appear. Proceed to click on ‘Open’ button

9 all 7 .

SG Chat Authenticated Chat...

SG Chat Authentication
confirmed

Switch to WhatsApp or WeChat to continue
chatting with your relationship manager.

Confirmed as at 24 Jan 2023 13:26 HKT

"HSBC SG" wants to open
“WeChat”

-

Switch to Whatsapp/Wechat )

Back to Wealth

PUBLIC

Authenticated session has
been established successfully.

HSBC-SG Mini,Bi...(4)
If you do not wish to continue with
SG Chat Authenticated session,
please reply "No".

Unread Messages

o
Ve N

) You've confirmed to proceed with \
the SG Chat Authentication 1
request. This session will be active |
as long as there are ongoing I
replies captured within the session. !
Authenticated Session ID:

auth_chat_061023_3750 )
Confirmed as at 06 Oct 2023 14:33,I




‘View Message’ button for Official WhatsApp Business Account 4

Click on ‘View Message' or reply with any text to view messages hidden by 24 hours rule

4:03

@ HSBC Singapore @

18 Jan 2023
Welcome to HSBC Singapore SG Chat!
You have been invited to the HSBC
WhatsApp Service by HSBC Wealth SG
Assistant SIT. Please save this contact
and reply to this message to start
chatting.

HSBC Wealth SG Assistant SIT has sent
you a message. Please press the "View
message" button, or respond within this
chat to view the message.

resp

View Message

The following participants are in this
chat: HSBC Wealth SG Assistant SIT,
BING HUI TOH.

Sent: Jan 18 12:15PM GMT+8

Conversations may be recorded or
monitored by the participants and their
employers, and may be disclosed to
governmental or other regulatory bodies
in compliance with applicable laws.

HSBC Wealth SG Assistant SIT: has
cant a R dinit Nna_Tima DIN INTD)\ tn

|

If the last reply from you in the chat is more than 24 hours ago, further messages to
you will be hidden by a “View Message” button.

This is part of Meta's official WhatsApp business account criteria. Messages from
HSBC will not be automatically displayed to you until you have done one of the
below actions.

To view the messages:
= Click “View Message” to receive messages
or

=  Reply with any text

PUBLIC



Tips on WeChat / WhatsApp Onboarding

-

Type #retry in the chat to
retrigger another one-time pin
(OTP) or email code if you have
not received any.

* Maximum of b retries (#retry) can
be entered

~

i =

/

Comver sations may be recorded of
MOored Dy the participants and thew
empioyers, and may be duciosed O
POV TENental OF Other reQuiatory DO
0 COMERANce with sppiCalie laws
has
ot Ot Time PIN (OTH)

10 yOour mobde nurmbey (******131%)

Please type this OTP in this chat

f you have Not recovwed the OTP oet

MOheY One by hprg

Sretry
Oct 25 11 2TAM GMT

_----------_,
148748

SG Chat Assistant:
Thank you, the code s now verfflied
successfully

P Sy

SG Chat Assistant: ) S

POS S4rE AN 2CTVADON O \
|
|
|
|
1

U

com) Please type this code n !

f you have Not recevwed e COde via

emad gt another one Dy typeng

tretry

--------------,

PUBLIC

You will be asked for a
one-time pin OTP / Email
Code.

In the event where you do
not receive any one-time
pin OTP or Email Code,
please type #retry in the
chat

(Max of bx #retry can be
entered).

<

»

Below are tips on using SG Chat. Please contact your Relationship Manager for any enquiries.

HSBC -CalvinyA._.(3

o’

'I
|
|
|
|
4
|
|
|
|
|
\

G EEN EEN NN BN N NN Sy

/

Moy sent 3 6 Gt One-Time PIN
10 your mobde number
8135). Please type tha OTF n

thes chat

I you have not received the OTF get

another one by typng

\-———————————,

fretry

\

B —

) -

Thank you, the code & now verified

successfully




Tips on using WhatsApp (iOS version) &)

Below are tips on using SG Chat. You can opt to save your Relationship Manager’s contact.

You can make necessary
edits to the contact details
before clicking on the
‘Save’ button.

Your Relationship Manager’s
saved contact details will be
reflected on top of the chat room

Tap on the business account
profile name to access the
profile information details.

Click on the "Edit’ button
at the top right.

HSBC Singapura @

e ‘_i »

. EO and UT Instruction Form.pdf

EO and UT Instruction Form.pdf
Confirm

Sally Zhang02: We request your
authorization to proceed with the trade.
Your reply “proceed’ will serve as a
confirmation. -

Proceed

Sally Zhang02: Thank you for
confirming, your trade shall be
processed today if the cut off time is met
else it will be processed on the next
business day. Upon confirmation, we will
send you a copy of the Execution Only
Report for this transaction ;

Sally Zhang02: We are pleased to inform
that your recent trade transaction has
been successfully executed. Copy of the
trade details will be shared with you for
your reference. T

HSBC Wealth SG Assistant SIT: Your SG
Chat Authentication session has expired
due to inactivity. Please contact your
Premier relationship contact to try again.

Business Info

HSBC Singapore @

Finance

Media, Links, and Docs

Starred Messages

G

@ Mute

. Wallpaper & Sound
(6)

é

Save to Camera Roll
Security

Chat Lock

Edit Contact

HSBC Singapore

HSBC Singapore

Singapore

+6b 6

Q1 (Wi NEY ERN 1N YA B

0

A BSH 12Y AR RGN N W RS

P

l::' ZARE R E ] e

space

PUBLIC

return

g

9:40

@ HSBC Singapore &

n EO and UT Instruction Form.pdf

EO and UT Instruction Form.pdf
Confirm

Sally Zhang02: We request your
authorization to proceed with the trade.
Your reply “"proceed’ will serve as a
confirmation.

Proceed

Sally Zhang02: Thank you for
confirming, your trade shall be
processed today if the cut off time is met
else it will be processed on the next
business day. Upon confirmation, we will
send you a copy of the Execution Only
Report for this transaction

Sally Zhang02: We are pleased to inform
that your recent trade transaction has
been successfully executed. Copy of the
trade details will be shared with you for
your reference.

HSBC Wealth SG Assistant SIT: Your SG
Chat Authentication session has expired
due to inactivity. Please contact your
Premier relationship contact to try again.




Tips on using WhatsApp (android version) [{5}

Below are tips on using SG Chat. You can opt to save your Relationship Manager’s contact.

Tap on the three dots icon to An optpn to save as new YO.U can make necessary Your Relationship Manager’s
orompt the *Add to contacts’ or existing contact will be edits to the contact details saved contact details will be
) prompted. Select one of before clicking on the
option . . , , reflected on top of the chat room
the options as required. Save’ button.

1231PM 2 & | 1231PM%Z @ L

<—® HSBC Singapore ¥

12:31 PM%Z @ | 3B Sl @& 514PM%Z Q 1

HSBC RM Ryan
e
Business Account

IrAdd to conteqtsdll

- ———

-] Report
N BENEE  Block

Search

New contact
Mute notifications

First name
Wallpaper
Sent by SG Chat Assist  More

{
sl
A Create new contact Sent by SG Chat Assistant

3:50 PM

Last name

1
1
1
I
-

SG Chat Assistant: You've confirmed to ;I\ Add to existing contact
proceed with the SG Chat Authentication pi

request. This session will be active request. This session will be active

i:;?grgegitmf tir:::sgs?;g replies as long as there are ongqing replies
’ captured within the session.

SG Chat Assistant: You've confirmed to
proceed with the SG Chat Authentication
request. This session will be active

as long as there are ongoing replies
captured within the session.

Business name

HSBC Singapore

Country Phone
Authenticated Session ID: SG+65 * 6658 0966

auth_chat_061023_2127 Authenticated Session ID:

auth_chat_061023_2127

Authenticated Session ID:
auth_chat_061023_2127

Save to

\
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

Confirmed as at 06 Oct 2023 15:51 SGT Confirmed as at 06 Oct 2023 15:51 SGT

3 351 PM
SG Chat Assistant: Your SG Chat
Authentication session has expired due

to inactivity. Please contact your Premier
relationship contact to try again. o4 py

© Message Q Message AO) °
[} ® :

Confirmed as at 06 Oct 2023 15:51 SGT
3:51 PM

emailemail@gmail.com
SG Chat Assistant: Your SG Chat
Authentication session has expired due
to inactivity. Please contact your Premier
relationship contact to try again. ;.o ey

SG Chat Assistant: Your SG Chat
Authentication session has expired due
to inactivity. Please contact your Premier
relationship contact to try again. ;o4 oy

T I\/Iessage > @ o

| ® <

PUBLIC



Tips on using WeChat

Below are tips on using SG Chat. Validate the authenticity of Symphony chatroom created under HSBC account.

Tap on the chat profile Validate that the members within the
header to access the chat chat consists of a chat bot, Symphony

information details. Connect Helper and the RM’s name

| hsac-se MiniBi..(4) | e

-_........}i -
- -
MEMBERS

We request your authorization to

proceed with the trade.
By replying “Proceed”, you agree Client's Name

to enter into the trade, subject to

the applicable terms and
conditions. SG Chat Assistant

Info chat

Thank you for confirming, we will
proceed with your instructions.

Your SG Chat Authentication
session has expired due to
inactivity. Please contact your
Premier relationship contact to try
again.

PUBLIC



Tips on using SG Chat: Part 1

Below is a list of items to take note before using SG Chat. Please contact your Relationship Manager for any

enquiries

0

Please verify the sender before opening any files or
shared links.

» Always cross check with your relationship manager before
opening any files or links.

Do not share your personal particulars or any personal
information.

+ HSBC Staff will never ask you to provide your security
credentials to your account i.e. Login details or OTP (One
Time PIN) over phone, SMS or email.

Only accept WhatsApp onboarding invitations from the
below HSBC authorised numbers:

+ +6b66580966 + +6566580963
+ +6b66580979 - +6566580923
+ +6566580961

PUBLIC

Ensure your mobile chat application is up-to-date at all
times.

{3 .

Regularly update your personal messaging platform (WeChat/
WhatsApp) application from time to time. Please ensure latest
version of chat application is installed.

Do not accept invitation, messages or download
software from unknown contact or sources

Do not click on to any suspicious URL links from an untrusted
or unknown contacts.

Do not download or install software that could compromise the
security of your mobile device.

Please contact your Relationship Manager for any suspicious or
unknown links.

Regularly review your security and privacy settings

A :

It is highly recommended you enable two-step verification for
WhatsApp (please refer to “Other Useful References”)

You may consider to enable FacelD / TouchlD / Passcode or any
authentication for screen lock.

Always take reasonable precautions to keep your mobile device
and security information safe and prevent fraudulent use.



Tips on using SG Chat: Part 2

Steps to validate onboarding invitations that fall under the list of approved HSBC phone numbers

HSBC SG Chat is currently

registered as an Official WhatsApp

Business Info Business Account for which there
will be a green checkmark beside
the displayed name in the contacts
View.

Dear Customer, You have been nvited

phone numbers.

o o — — —
10 chat with your contact HSBC

SG Chat Assistant o WhatsApp
Connect Please save this contact 0

______ § Accepted list of HSBC authorised

. * 1+6b66530966
Cross check to see if e +6566580979

the number falls

update Gisplay name and reply 10 this
MOeS3300 10 start chatting with HSBC

SG Chat Assistant under the list of e 10506530961
approved HSBC * +6566580963
phone numbers * +6566580923

Welcoms You have been added

WhatsApp Comnect Service

@ Media, Links, and Docs

Your contact st HSBC has sent

you 8 message Please press

Starred Mestages
the “View message” bution, o

respond within this chat 10 view

o8 Chat Search

m Mute

: J Walipaper & Sound

the messsge

PUBLIC



Frequently Asked Questions

Below is a list of FAQs. Please refer to your Relationship Manager for any other queries.

01
02

03
04

05

What is Symphony?

Symphony is a secure, cloud-based communication platform
channel that enables you and your relationship manager to get
connected through your preferred mobile chat application (WeChat
or WhatsApp).

Why do | need to use Symphony?

Symphony will be the go-to platform used by your Relationship
Manager to provide a compelling banking experience for you
through a secure, compliant environment seamlessly.

Who can invite me to HSBC SG Chat?

Your designated relationship manager will be able to invite you to
use the HSBC SG Chat. You may inform your relationship manager
of your preferred chat application (WeChat or WhatsApp) to kick-
start the chat.

Which mobile chat application can | use apart from WeChat
and WhatsApp?

To date, HSBC SG Chat only supports 2 main mobile chat
applications: WeChat and WhatsApp.

Can | use other mobile numbers that are not registered with
the Bank's records?

HSBC aims to ensure that your privacy is our top priority. Itis a
must to use the mobile number that matches the Bank's record.
This is to reduce any potential fraud risk.

06
07

08
09

PUBLIC

What happens if | have updated my registered mobile number
with the Bank while using HSBC SG Chat?

Your chat with your RM will be disconnected, Please inform your RM
about the recent change to your mobile number. Your RM will have to re-
invite you to use the HSBC SG Chat using your new mobile number.

What happens if | have updated my registered email address
with the Bank while using HSBC SG Chat?

You can still continue using the HSBC SG Chat without any interruptions.

How do | upload attachments via HSBC SG Chat?

Please navigate to the + icon on your WeChat or WhatsApp and
proceed to select on the document/image option. This will give you
an option to search for the attachments that you wish to upload.

I missed out on the session to input the SG Chat Preference
Menu during onboarding. What else can | do?

You can initiate the SG Chat communication preference menu by typing
#marpre within the chatroom. In addition, you will also be reminded to
input your preference on the 30t day after successful onboarding.



Other Useful References

2-step verification for WhatsApp. This is recommended to enhance your WhatsApp security.

Please follow the steps below to enable the two-step verification WhatsApp security.

Sl
1. Navigate to your WhatsApp setting by clicking on the setting icon. (5 I
2. Under the settings page, tap Account > Two-Step Verification > Enable.
3. Proceed to enter the six-digit PIN of your choice and proceed to confirm it.
4. You may provide an email address that you can access or tap ‘Skip’ if you do

not wish to add any email address.
Adding an email address is recommended to allow you to reset the two-step

verification. This will also help to safeguard your account.

Tap ‘Next’ to continue.
Confirm the email address and proceed to tap ‘Save’ or ‘Done’.

o o1
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Other Useful References

Security and Privacy for WhatsApp Users

How using the Report and Block feature from WhatsApp may impact you and your data privacy?
|

* You may be inadvertently sharing your personal details by using the report
function from WhatsApp.

* When you use the report function within WhatsApp, WhatsApp (Meta) will
extract the last five messages sent to you by the reported user or group,
and they will not be notified.

«  WhatsApp (Meta) also receives the reported group and user ID, information
on when the message was sent, and the type of message sent (image,
video, text, etc.).

« The Bank will not be notified if you use the block function from WhatsApp. S
Blocking the Bank means that the Bank will be able to send i i
communications to your Messaging Account but you will not receive them. -

“ | Wallpaper & Sound

Save to Camera Roll

Keeping your data safe with HSBC

Report and Block

« If you wish to keep your data secure with HSBC and wish to opt out from
the SG Chat, please reach out to your Relationship Manager for a proper
off-boarding process instead of using the “report” or the “block” function Cancel
from WhatsApp. '

« For any further issues or questions related to SG Chat, please contact your
Relationship Manager who will be able to assist.

Report

PUBLIC



Contact Points

For all your SG Chat questions.

You may contact your Relationship Manager who will be able to assist you.

Please Read:
The screen displays and the images of the mobile app are for reference and illustration purpose only

Important:
SG Chat and the contents of this material/correspondence are owned and provided by HSBC Bank (Singapore) Limited (the "Bank"). SG Chat is only for the use of existing Premier customers of the Bank. SG Chat is not intended for download; or use;

by any person in any jurisdiction where such download or use would be contrary to any law or regulation of such jurisdiction, or where the Bank is not licensed or authorised to provide SG Chat and/or any related services. No part of this
material/correspondence may be reproduced, copied, or transmitted in any form or by any means, whether electronic, mechanical, photocopying, or otherwise, without the prior written consent of the Bank.

Please note that your communication with HSBC Singapore Limited (including any instructions you provide) through HSBC SG Chat will be subject to the HSBC SG Chat Terms, Terms and Conditions Governing Personal Deposit Accounts, the Premier
Terms and Conditions {where applicable) and the Investment Terms (where applicable) (together, the "Service Terms").

The HSBC SG Chat Terms can be found {and downloaded) here:

https://cdn.hsbc.com.sg/content/dam/hsbc/sg/documents/investments/sgchat-terms. pdf

As for the other Service Terms which already apply to you, please visit https://www.hsbc.com.sg/help/terms-and-conditions/ for the latest versions.

PUBLIC
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